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Engineering best practices  

First, not last: Quality is embedded in - not inspected in  
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Cloud best practices applied at EB  
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• Monitoring and alarming for 
compliance, forensics, etc.  

• DevOps team – you build it you run it  

• Horizontal scalability and robustness 
with stateless services 

• Continuous deployment and tests on 
all levels 
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Cloud best practices applied at EB  

 
What are snowflake servers? 
• Configured over time  
• Each server is unique  
• Difficult to scale and restore 
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At EB, when we apply cloud computing: 
• The whole backend is deployed from the build system  
• “Infrastructure as Code”  No configuration is manually changed 
• As an example, any login via SSH – which is common for traditional servers - is 

considered a critical incident  

Avoid snowflake servers! 
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Cloud best practices applied at EB  
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Think big or go home – downscaling is always possible 
 
• Only with load tests you will find the bottlenecks 
• A design without automatic scaling in it‘s core,   

cannot be scaled to high load in seconds.   
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Security best practices  
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You cannot have 100% security. Sorry. Fact.   
BUT you should 

• Follow a defined process  
• Identify the system and it’s protection need  
• Do your Threat and Risk analysis to get proper security requirements 
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Security best practices  
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• Ensure logs allow traceability for compliance and forensics  
• Know your dependencies  
• Monitor what you run and -  be ready 

 



Thank you! 
Questions?  

automotive.elektrobit.com 
Tom.Fleischmann@elektrobit.com 

http://www.elektrobit.com/
mailto:firstname.lastname@elektrobit.com

