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Connected Car Offers New Business Models for Hackers?
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Autonomous Theft?
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ECU Security

\ Secure update

\ Secure boot
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Secure ECU Software Architecture
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Applications I Bootloader/ I
| Flasher I
T |, :

product
] !
|
I (opt.) | ]
V U

AutoCore W erification l
0s ! l
I |

Secure Boot
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EB Software .
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Elektrobit’s Security Solutions

Software and Hardware Security Modules

Application
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Elektrobit’s Security Solutions

Software and Hardware Security Modules

Application

Interface layer
Csm

HSM Core

AUTOSAR Csm
SHE-Firmware

Implementation layer
Cry ( )
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EB supports the algorithms you need!
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On-Board Network Security

" Theft protection

- Anomaly detection

~ Intrusion detection

~ Secure communication
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On-Board Network Security

Application Bootloader/Flasher
I
e sootoader/ |||
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I SW signature I
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Hardware Module (HSM) ECU ECU

Ethernet, FlexRay, CAN, LIN

EB Software .
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Security Issues in a Safety Environment

* Security: Protection against
external access, e.g. hacks

* Safety: reliable execution

environment for ECUs.
“knowing what the system does”

Security protects Safety

There is no safety without security
and vice versa
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Vehicle Security: Various Access Points

Car2|nfrastructure Bluetooth connection
CarZCar ' Wireless key
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\ Remote HVAC | ~

\ Remote start

Tire pressure monitor
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Current Vehicle Systems Architecture

Gateway
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Future Vehicle Systems Architecture

ntrusion Lo noma y
detection Gateway detection
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Use Case: Smart Antenna
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Smart Antenna

Concentrate Wireless access
Cloud | | Cloud || Cloud ASIL AS SQSCS \ Secure Separation
App App App 4 | SWCs SWCs SR
‘ Threat monitoring
I N e Denial of Service prev.
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e.g. Linux
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Hardware Security

Hardware Module (HSM) ECU ECU

Ethernet, FlexRay, CAN

EB Software -
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Vehicle Security
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The Connected Car
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The Connected Car
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The Connected Car
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The Connected Car
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Over the Air Functionality

Secure Backend

Channel

SW storage <Secure CoM > ¢ SW update agent
* Remote Diagnostics
agent

Hypervisor

Hardware Security arget arget
Hardware Module (HSM)

ECU ECU

Ethernet, FlexRay, CAN

EB Software -
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EB Security Portfolio
: Awa Key Security

management Consulting

*Sym/Asym e Architecture
e Key Derivation ¢ Solutions
Secure L e |nitial / Update eHow-To

separation

*Hypervisor
e Virtualisation

Secure HW

e HSM firmware
e Future Security HW

e Security

architecture
Crypto Secure

e Algorithms { ] Communication
o SHE drivers oEirewEl
*HSM drivers 75 e Intrusion-/Anomaly

OTA detection

eSecure Connection
e Update strategies

O e Implementation
e Backend

Testing &
Certification

e Functional
*Penetration Testing
*FIPS / Com. Criteria

© Elektrobit (EB), 2015 29



Summary &3 Elektrobit

Summary

* Security is necessary on all levels
— In ECUs and between ECUs
— In the vehicle and between vehicles
— In the backend

* A big challenge, but you are not alone

— Existing and approved mechanisms available

— EB secures vehicles for more than 15 years

* Security needs constant care

— Monitoring on all levels

— Update over the air is key to keep cars secure

* Visit us at: https://www.elektrobit.com/security
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